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Detection Framework
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Host Level link analysis Features

Fi(h) = Measure(h)

F>(h) = Z Measure(v) = weight(v, h)

veElnlink(hk)

Fs(h) = Z M easure(v) = weight(h,v)

veOutlink(h)

> velntink(ny Measure(v) = weight(v, h)

Fi(h)=
-L( ) Ztrefﬂhnk(hj U.-‘Ei'?‘-gh-f ('Uv h)

D vcouttink(hy Measure(v) = weight(h, v)
Ff;'.[h-) _ =Outlink(h) (

Zi“:—:@utfin k(h) U'E’Eghf{ h! '?-’?)

Measures???
HostRank,
TrustRank,

Truncated
PageRank(TP)
(T=1,2..K)

weight(h,v)=f(n), n is the
the number of hyperlinks
from host h to host v

we use boolean weight
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Host Level link analysis Features

Z velnlink(Inlink{Rk)) Measure {-1’?}

Fslh) =
s(f2) | fredinke(Irnlink(R))|
ja8 (hj L Z vedrnlink{Owutlink(R)) ﬂ-fea.s-u--?‘e(t-'j
S | Tralinnk (OQutlink(R))|
Fu(h) = Ztr-:—:DutE:—'nk{Inﬂink[hj} Measure(v)
= | OQutliink(Inlink(h))]
Fo(h) — Zvecruﬂmk.;oussmk(hj} Measure(v)

| Outiink (outliink(h))]|

Fio(h) = SiteSupportery(h) de {1,2,--- |k}

We extract 9 *4 (Hostrank, trustrank, TP (T=1,2))+4(d=1,2,3,4)=40 host level link features
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Performance with different features on
WEBSPAM-UK2006(Setl+Set2)-cv)
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Performance with different features on
WEBSPAM-UK2006(Setl+Set2) (5-cv)

Features  Precision Recall Fl-measure AUC Features  Precision Recall Fl-measure AUC

Content(C) 0807 0712 0756 0.915 Content(C) 0839 0740 0786 0931
WebGraph(W) 0771 0781 0776 0931  WebGraph(W) 0793 0816 0804 0942
HostGraph(H) 0775 0857 0814 0941  HostGraph(H) 0805 0860 0831 0949

C+W 0839 088 083 0959 C+W 0845 0832 0838  0.960

C+W+H 082 0873 0862  0.969 C+W+H  0.855  0.887  0.871  0.971

Bagging(C4.5) Adaboost(stump)
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Detection Strategy---Ensemble Random
Under-Sampling(ERUS)

How imbalance??? Non-spam:Spam
WEBSPAM-UK2006-Setl
WEBSPAM-UK2007-Setl 1
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Detection Strategy---Ensemble Random
Under-Sampling(ERUS)

Training Set |

Training Set

Normal —Learning—+ Classifier] —— Test Set
1
Spam
Normal : . . Test S | Detection
— —Learning > : ——> lestoel Results
| Normal .
> —Learning* ClassifierN |— Test Set
Spam
P Spam

Training Set N

Integration is based on the predicted spamicity of all the resampled training
sets. In our experiment, the resample times T=15
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ERUS Performance---F1-Measure (5-CV)
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ERUS Performance---ROC (5-cv)
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ERUS Performance (5-cv)

WEBSPAM-UK2006-SET1

Measures  AdaBoost ERUS_Ada Bagging ERUS_Bag
Fl-measure 0.762 0.781 0.763 0.778
AUC 0.967 0.972 0.968 0.972

WEBSPAM-UK2007-SET'1

Measures  AdaBoost ERUS_Ada Bagging ERUS_Bag
Fl-measure 0.307 0.394 0.312 0.424
AUC 0.841 0.855 0.829 0.851
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Thank you!
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