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s1bSonomy Dataset

= BibSonomy.org

= Spam is labeled at user level
= Aggregate for user level

= Sampled 1000 users

= 500 spammers

= 500 users in training set/ test set
= 250 spammers




Feature Analysis:
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>OCIal Spam Detection

Weka Classifier Accuracy FP

LogitBoost 9791% 018 .978
LWL 97.68% 013 975
AdaBoostM 1 97.68%  .018 .975
ConjunctiveRule 97.68%  .013 975
DecisionTable 97.68%  .018 .975
DecisionStump 97.68% 013 975
RandomCommittee 9745% 018 973
RandomForest 9745% 018 .973
Bagging 97.22%  .022 .970

NNge 9722%  .022 .970




S>OCIal Spam Detection

linear SVM AdaBoost
Features Accuracy FP F1 Accuracy FP F1

TagSpam 95.82% .061 .957 | 94.66%  .048  .943
+ TagBlur 96.75% .048 966 | 96.06%  .044  .958
+ DomFp 96.75% .048 .966 | 96.06%  .044  .958
+ ValidLinks 96.52% .048 .964 | 96.75%  .026  .965
+ NumAds 96.52% .048 .964 | 97.22%  .026  .970
+ Plagiarism  96.75% .048 .966 | 98.38% .022 .983




S>OClal Spam Detection
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Related Work

eb/Email Spam
= Attenberg and Suel 2008, Gyongyi et al. 2004

@ Social Spam
= Heymann et al. 2007

m Spam Detection
= Krause et al. 2008, Caverlee et al. 2008,
Benevenuto et al. 2008, Koutrika et al. 2007

@ ECML PKDD Discovery Challenge 2008

= Held by BibSonomy team

= Gkanogiannis and Kalamboukis 2008, Chevalier
and Gramme 2008,
Kim and Hwang 2008




Conclusions

5 Identified/analyzed 6 features for
spam detection

= TagSpam alone achieves 0.99 ROC AUC
outperforming ECML PKDD Discovery
Challenge 2003
@ Accuracy over 98% with AdaBoost
= False-positive rate: 0.022
= These results set the state of the art

o could improve by combining with other
features, e.g. Krause et al. 2008

= Limitations
= Efficiency issues
= Bootstrap issues




Feature Issues

TagSpam

= Depends on a set of labeled tags

TagBlur

= Depends on a notion of similarity/distances

= Assumes spam does not dominate the folksonomy,
affecting distances

DomkEp

= Depends on a set of labeled fingerprints
= Requires page download

NumAds

= Requires page download
Plagiarism

= Requires page download
= Search engine cooperation

ValidLinks

= HEAD request per resource
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