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MOTIVATION LN
k. Problem Statement

// / + Hyperlmks between topically dISSImI\ \ .
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e Undeserved PageRank (Spam or Navigational links)
BERRRRRRRRNANNNN Y
/  Links to unrelated pages (links to owners, maintainers)
llllllllllllllllllllllll [ JITTTRNNRRNNRNEY
e Content spam (text with no meaning for humans)
/llllllllllllllllllllllll IIRRRNREY
* Malicious unrelated anchor text (deceptive links)
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Blocking blog spam with language model disagreement.
G. Mishne, D. Carmel, and R. Lempel. AIRWeb'05

Blog spam detection. Original post and comments.

Detecting nepotistic links by language model disagreement.
A. A. Benczur, I. Bird, K. Csalogany, and M. Uher. WWW'06

Detect nepotistic links. A link is down-weighted if LMs have a great
disagreement between anchor text and pointed page.

Measuring similarity to detect qualified links.
X. Qi, L. Nie, and B. D. Davison. AIRWeb'O7

Qualified link analysis. Several similarity methods and sources of
information



LANGUAGE MODEL DISAGREEMENT

Unigram language model for text (D) in collection (C):

tf (w, D) tf (w,C)
St (v,D) i St (w,C)

veD veC

p(w|D) =41

Kullback-Leibler divergence (KLD) between the language model
of two text units from target and source pages:

KLD(T1[[T2) T)log T
(T[] T2) ;p(ﬂ )ng(t|T2)




LANGUAGE MODEL DISAGREEMENT
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Famous yachters
Luxury Yacht
Marina

Marinas

Madel Yacht
Mew Yacht
Sailing Yacht
Sunseeker
Yacht

Yacht Charter
Yacht Club
Yacht Hire
Yacht Insurance
Yacht Marina
Yacht Mooring
Yacht Racing
Yacht Sale
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Quick Search

® search

Daily Fun + Facts

Fact of the Day
| This week in 1981 the engagement of The Prince of Wales and

Question of the Day
| When did driver's testing begin in Britain? Answer

Related Network Links

= Best UK Forums ‘
* LookGo » O =

Advertise With Us

If you are interestad in advertising with the §nda Finda.com network
then simply visit waw.FindaFinda.com or weaflookGo.com and get in
contact with us there. Thank you for your i

Best UK Reviews

KLD(Ancho Title) = 336

Bestsellers News

Buy viagra assist
cheap cialis

Popular tags

Viagra Uk re viagra
viagra 2 cialis ad on
viagra Viagra articles
amp stories viagrato

viagra otc
viagra seX ed viagra

viagra can
viagra oab

Product

Best Pills Shop - Buy viagra assist cheap
cialis - $1.08 per pill!

Generic Viagra

Men's Health, Erectile Dysfunction

Package
100mg x 10 pills

100mg x 30 pills
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LANGUAGE M

Plagiarism
Referencing
Presentations
Lab Reporis
Taking Notes
Web Design
Writing Reports

guidance +training videos
anline quiz questions
written assignments
your own tutor

DEL DISAGREEMENT

Online Learning - book

FREE Downloads

articles - tutorials - notes

e ——

@e Learning Books )
e

writing - dlsign - reference

reviews and articles

FREE Newsletter

news - products - events - quiz

OurBervices

for businegds and education

€ © Online Learning - book reviews and articles - Mozilla Firefox

Online Learning Books

KLD(Anchor” Title) = 048

v

agores  Herramientas  Ayuda

(Rl | |_-L] http: /ftexman.netfreviewsfart-ole. b “i:'_':'rﬂ T

Online Learning Books

Home - Books - Reviews - Tutorials - Software - Download - Order

Subscribe here for our
FREE email newsletter

O g..ﬁm Custom Search |



SOURCES OF INFORMATION
SOURCE PAGE

The Spark: Indiana Rivera and the "Treasure” of Al Capone's Vault

By Robert Hubbard
Tue Aaril 14 009 1201 am POT

In 1985, television reporterGeraldo Rivera vas a little down on his luck. The year before, he'd been

fired by ABUC Tor criticizing the nefwork s decision 10 nat air a story describing the romantic
relationship aetween Marilyn Morjrde and both Robert and John Kennedy. He was a respected
reporter at this point, but his cargedwas in a lull. Then Geraldo embarked on an opportunity that
would dramstically alter the courgde|of his career - for better and for worse.

Geraldo Rivera

S tv.yahoo.com/the-geraldo-rivera-
show/show/

In 1986, television reporter Geraldo
Rivera was a little down on his luck.
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» Why these sources of information?

 + We need small pieces of text because of the cor“\».\“ \ 1
//4 2123 \

/ //;
/ | AnChOr Text e Relevant and summarized information

'''''' * RRRRRRRANA L

S § rro U N d | ng * Sometimes anchor provide little or no descriptive value ("click here")
* 7 terms per side (left and right)
* Taking into account ock-level elements and punctuation.
Anchor Text Taking int HTML block-level el d i

......... ===

U R L Terms * Relevant terms to match against queries in search engines
e Extract terminology (top 60%) with KLD and ODP




SOURCES OF INFORMATION

) The Geraldo Rivera Show Television show - The Geraldo Rivera Show TV Show - Yahoo! TV §Mozilla Firefox 5] Cédigo fuente de: http://tv.yahoo.com/the-geraldo-rivera-show/s r| El§|

Archivo  Editar Ver Higtorial Marcadores Herramientas Ayuda

Archivo Editar VWer Ayuda

- c (ot I "¥? | http://tv.yahoo.com/the-geraldo-rivera-show show 30659 cs e e——————————— v
<html>
Yahoo! : My Yahoo Mail : Morew Make Y! My Homepage
<head>
EAHOO! TV ¥7 Search |: <title»The Geraldo Rivera Show Television show - The Geraldo Rivera She

<meta htEtp-equiv="content-type" content="text/html; charset=UTF-8">

swamde = ammram T d ] T mmam e g e T T m, S mam = T A DI rrmamm Dlmmrs T el merd = mgm =l 7
TVHOME v SHOWS
«metz name="description" content="The GFeraldoc Rivers Show TV Show, Yah

'OVERVIEW CAST MESSAGE BOARDS  REVIEWS WHElllsrl'ON? “meta name="keywords" content="The Geraldoc Riwvera Show IV Show, The Ge:

SEARCHTV | ] v
< ¥
Linea 11, Columna 1

The Geraldo Rivera Show

A daily talk show hosted by Geraldo Rivera and featuring on-the-street investigations and studio talk with guests
and audience.

The Geraldo Rivera Show Television show - The Geraldo Rivera Show TV Show - Yahoo! TV

TV Home > Shows > The Geraldo Rivera Show

Episodes Cast Videos Photos Message Boards Reviews

The Geraldo Rivera Show

A daily talk show hosted by Geraldo Rivera and featuring on-the-street investigations and studio
talk with guests and audience. [...]

The Geraldo Rivera Show TV Show, Yahoo! TV is your reference guide to The Geraldo Rivera Show
Show. Episode guide, photos, videos, cast and crew information, forums, reviews and more The
Geraldo Rivera Show TV Show, The Geraldo Rivera Show Television Show, The Geraldo Rivera
Show Episode guide, The Geraldo Rivera Show photos, The Geraldo Rivera Show videos, The
Geraldo Rivera Show cast, The Geraldo Rivera Show crew , The Geraldo Rivera Show [...]
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SOURCES OF INFORMATION
TARGET PAGE

Why these sources of information?
We need a descriptive language model from target page

* Relevant and summarized information

* Provide structured metadata about a Web page
e Attributes "description"” and "keywords"
* Not always available (30-40%)

» Always available
e At l[east a minimum amount of text

il



SOURCES OF INFORMATION

SOURCE PAGE

Anchor Text

Surrounding
Anchor Text

Url Terms

00 oA 02 03 04

020

000 00 020 030

Anchor Text = Page
pam
— normal
-1 0 12 13
Surrounding Anchor Text — Page
\ am
e — normal
T _u"l?l |||||||||||| r||r||I|:||='| T T —
-1 [+ 2 3
Ur Terms — Page
spam
— normal

ﬁﬁmnmnﬁﬁﬂﬂvﬂ Hﬂﬂﬂﬂﬂmﬁz_

05 05 1.5 25 35 45 55 85 7.5 B5 &5 105 115




SOURCES OF INFORMATION
TARGET PAGE

Title
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Language models with more information
Combining some sources of information - richer language models

Take into account the computational cost and the limited relationship
between elements

Sometimes a small amount of terms in Anchor or URL
Combination of sources of information (AU & SU)
14 features

Combination of different Sources of Information
Content. Page (P)

Anchor Text (4 — F) Surrounding Anchor Text (S — P)
Url Terms (U — P) Anchor Text 1 Url Terms (AU — P)
Surrounding Anchor Text U Url Terms (SU — P)

Title (T)

Anchor Text (4 —1T7) Surrounding Anchor Text (S — T')
Url Terms (I — T7) Title vs Page (I' — P)

Surrounding Anchor Text U Url Terms (SU — T')

Meta Tags (M)

Anchor Text (4 — M) Surrounding Anchor Text (S — M)
Surrounding Anchor Text U Url Terms (SU — M) Meta Tags vs Page (M — P)

14



SOURCES OF INFORMATION

Combination of sources of information obtains the best
divergence between spam and non-spam pages
Surrounding Anchor Text + URL Terms vs Meta Tags
Anchor Text + URL Terms vs Page Content

Total = Surrounding Text & Url Terms — Meta Tags

atllllhs..
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SOURCES OF INFORMATION

External and Internal Links
Articles in SEO Websites and Blogs
Ratio between number of such links

Triple features (14 x 3)
Internal = Surrounding Anchor Text - Page
E_ _—_*_ — noerna |
. _ -
Internal Links i r HH
E .'—.'QIZ‘ ....... HH!:IQD'._'.—. —
= 1 0 2 3 5 & 7 B 8 0
External = Surrounding Text - Page
| g | N\ — normal
External Links | .
k | H/ HHHH
| e {11 =

o 1z 3 4 5 &



DATASET AND CLASSIFICATION

Datasets
WEBSPAM-UK2006 and WEBSPAM-UK2007

Classification

Weka

Algorithm based on a cost-sensitive decision tree with bagging
Misclassify spam pages as normal R times higher

Evolution of F-meaasure
L= %]
=]
O Uk-2008
s s Uk=2007
ThALALALp B
o
g < |
L]
L
g_ _f-
/
=
(=]
|||||||||||||||||||||||||
i1 3 5 7 9 1 13 18 17 19 25 3B &D

Rafio (R) parameter

i



EVALUATION

Set of features

Pre-Computed features from Datasets
Content based features (98)
Transformed link based features (139)

Language model based features (42)
Performance measures

True Positive or Recall (TP )

False Positive (FP)

F-Measure (combines Precision and Recall)

Focus on the F-measure

Ten-fold cross validation

18



RESULTS

WEBSPAM-UK2006

WEBSPAM-UK?2006

Feature Set Features | TP FFP F AUIC
Content (C) 08 0.61 | 0.08 | 0.63 | 0.82
Link (L) 139 0.67 | 0.09 | 0.66 | 0.83
Lang. Models(LM) 42 0.43 | 0.05 | 0.55 | 0.76
CuUL 237 0.84 | 0.14 | 0.75 | 0.85

C u LM 140 0.58 | 0.09 | 0.61 | 0.81

L u LM 151 0.84 | 0.20 | 0.69 | 0.83
CuLlLuLM 27 0.87 | 0.11 | 0.81 | 0.86




RESULTS

WEBSPAM-UK2006

WEBSPAM-UK2006
Feature Set Features | TP FFP F ATTC
Pre- —7 Content (C) 93 0.61 | 0.08 [J0.63]] 0.82
omputed > Link (L) 139 0.67 | 0.09 [|0.66] 0.83
' T TTT T 7 Lang. Models(LM) 42 0.43 | 0,05 | 055 | 0.76
CuL 237 0.84 | 0.14 | 0.75 | 0.85
C u LM 140 0.58 | 0.09 | 0.61 | 0.81
L u LM 151 0.84 | 0.20 | 0.69 | 0.83
CuLlLuLlM 279 0.87 | 0.11 | 0.81 | 0.86




RESULTS

WEBSPAM-UK2006

WEBSPAM-UK?2006

Feature Set Features | TP FP F AUC

Content (C) 08 0.61 | 0.08 | 0.63 | 0.82

Link (L) 139 | 0.67 | 0.09 066 | 0.83
BEY —> Lang. Models(LM) 42 0.43 | 0.05 | 055 | 0.76
"""""" CUL 237 | 0.84 [ 0.14 | 0.75 | 0.85
C U LM 140 | 0.58 | 0.09 | 0.61 | 0.81

LU LM 181 | 0.84 | 0.20 | 0.69 | 0.83

CULULM 279 | 0.87 | 0.11 | 0.81 | 0.86




RESULTS

WEBSPAM-UK2006

WEBSPAM-UK?2006

Feature Set Features | TP FFP F ATTC
Content (C) 08 0.61 | 0.08 | 0.63 | 0.82
Link (L) 139 0.67 | 0.09 | 0.66 || 0.83
Lang. Models(LM) 42 0.43 | 0.05 | 055 | 0.76
CuL 237 0.84 | 0.14 | O.¥5 | 0.85

C u LM 140 0.58 | 0.09 | 0.61 | 0.81

L u LM 151 0.84 | 0.20 | 0.69 | 0.83
CuLlLuLlM 279 0.87 | 0.11 | 0.81 | 0.86

»



RESULTS

WEBSPAM-UK2006

WEBSPAM-UK?2006

Feature Set Features | TP FFP F ATTC

Content (C) 08 0.61 % 0.65 | 0.82

Link (L) 139 _B-671 0.09 | U606 | 0.83

Lang. I‘-,-'[oc:le]r_ﬂmf% 0.43 | 0.05 | 0.55 | 0.76

/@O’L’ 237 0.84 | 0.14 | 075 | 0.85

NIV ——> CuULM 140 0.58 | 0.09 | 0.61 | 0.81
FFTTTTTTTT L u LM 151 0.84 | 0.20 [TOBT| 0.83
CuLlLuLlM 279 0.87 | 0.11 | 0.81 | 0.86

* Focus on content spam
*Disagreement in spam cases




RESULTS

WEBSPAM-UK2006

WEBSPAM-UK?2006

Feature Set Features | TP FP F AUC
Content (C) 98 0.61 | 0.08 | 063 1 0.82
Link (L) 139 0.67 | 008 0.66 | 0.83

Lang. Models(LM) -12/*111{ 0.05 | 0.55 | 0.76

CUL — 237 | 0.84 | 0.14 | 0.75 | 0.85
/r}m:( 140 | 0.58 | 0.09 | 0.61 | 0.81

STV ——— LU L) 181 | 084 | 020 [060] 083

 NFTTTTTTTT CuLuLM 279 0.87 | 0.11 [TOST| 0.86

* Focus on link and content spam
Complementary features



RESULTS

WEBSPAM-UK2006

WEBSPAM-UK?2006

Baseline |usm

Feature Set Features | TP FFP F ATTC
Content (C) 08 0.61 | 0.08 | 0.63 | 0.82
Link (L) 139 0.67 | 0.09 | 0.66 | 0.83

Lang. Models(LM) 42 0.43 | 0.05 055 | 0.76
—> CuL 237 0.84 | 0.14 | 0.75 || 0.85
C u LM 140 0.58 | 0.09 | 0.61 | 0.81

L u LM 151 0.84 | 0.20 | 0.69 | 0.83
CuLlLuLlM 279 0.87 | 0.11 | 0.81 | 0.86




RESULTS

WEBSPAM-UK2006

WEDBSPAM-UK2006
Feature Set Features TP FP F AUC
Content (C) 08 0.61 | 0.08 0.82
Link (L) 139 0.67 | 0.09 0.83
Lang. Models(LM) 42 0.43 | 0.05 0.76
CUL 237 0.84 | 0.14 0.85
C+ LM <bas. CuU LM 140 | 058 | 0.00 0.81
L+ LM < bas. LuULM 181 0.84 | 0.20 0.83
CULULM 270 0.87 | 0.11 0.56

* Although with fewer features than Baseline



RESULTS

WEBSPAM-UK2006

WEBSPAM-UK?2006

Feature Set Features | TP FFP F ATTC

Content (C) 08 0.61 | 0.08 | 0.63 | 0.82

Link (L) 139 0.67 | 0.09 | 0.66 | 0.83

Lang. Models(LM) 42 0.43 | 0.05 | 055 | 0.76

CuL 237 j_‘ﬁ__ﬂ—l—i? 0.75 | 0.85

C+L+LM C U LM ——t0 | 0.58 | 0.09 | 0.61 | 0.81
. | +oTM | 181 | 084|020 | 069 | 0.83

~> C UL ULM 279 0.87 | 0.11 | 0.81 | 0.86

Baseline

* 6% of improvement in F-measure



RESULTS

WEBSPAM-UK2007

WEBSPAM-UK2007
Feature Set Features | TP FP F AUC
Content (C) 08 0.33 | 0.04 | 0.30 | 0.72
Link (L) 139 0.39 | 0.12 | 0.20 | 0.68
Lang. Models(LM) 42 0.24 | 0.04 | 0.24 | 0.72
C UL 237 0.31 | 0.03 | 0.31 | 0.73
C U LM 140 0.37 | 0.05 | 0.30 | 0.72
L u LM 181 0.42 | 0.12 | 0.22 | 0.70
CuULULM 279 0.33 | 0.03 | 0.33 | 0.75




RESULTS

WEBSPAM-UK2007

WEBSPAM-UK2007
Feature Set Features | TP | FP F AUC
Content (C) 08 0.33 | 0.04 | 0.30 | 0.72
Link (L) 139 0.39 | 0.12 | 0.20 | 0.68
Lang. Models(LM) 42 0.24 | 0.04 | 024 | 0.72
C UL 237 0.31 | 0.035/(0.31 | 0.73
C+L+LM CuULM | 446—0.37 | 0.05 | 0.30 | 0.72
_FoTM | 181 042 | 0.12 | 0.22 | 0.70

> .

> CULULM 279 0.33 | 0.03 ||0.33|| 0.75

Baseline

Similar results
Only a improvement of 2% in F-measure
Dataset has a lower ratio of spam pages to learn and classify



NLP Group

CONTRIBUTIONS

Use of new different sources of information such
as URL, Title, Meta Tags

Combination of sources of information to build
richer language models

Analysis of different features for external and
internal links

Application of language model based features in a
public dataset of Web Spam

30
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Thanks!
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